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The System (Set-top Box) Receives A Bitstream 



Access Hidden Registers (Optional) 



Host Determines A Broadcast Key witli the Help of 
a Smartcard 



Host Encrypts Broadcast Key Using Value in 
Hidden Register 



Host Transfers Encrypted Broadcast Key Across 

Bus 
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Decrypt Key At First Circuit 






Decrypt Bitstream at First Circuit 







( End ) 
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Local Encryptor Receives the Decrypted Signal From the Broadcast Deciptor Or \si>s^ 
DTCP Decryptor - 



Host Accesses Hidden Register (Optional) 
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Host Processor Generates Local Encryption Key (Even/Odd) 
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Host Processor Encrypts Local Key 
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Local Encryption Key Is Transfen-ed to First (203) and to Second (204) Logical 

Circuits 
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Host Sends Command to TSC Register in First Circuit (203) so the TSC Bits in 

Bitstream Will be Set 



First Circuit (203) Decrypts Local Key 
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Second Circuit (204) Decrypts Key 



Even/Odd 
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Signal Is Encrypted With Local Encryption Key By Local Encryptor 



TSC Bits In Encrypted Bitstream Are Set 
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Encrypted Signal Is Transferred From First Circuit to Second Circuit 



Local Decryptor Decrypts Signal, Using Local Encryption Key 
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Signal is Decoded, etc. by Second Circuit (204) 
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